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Module One: Review Questions A5V Baagll daa) e
1) Cyberspace refers to which of the fo Lea ol (S5 S0 sbmdll iy (1
following? Sl Y gl Blas ()

Lﬁﬁjﬂ\ Ll (<
Al s geblis (2

a) Computer-to-computer activity
b) Individual-to-individual activity
C) Supervisor-to-employee activity
d) Computer-to-physical location activity

2) What is an item that is included in s ASIY) pliadl) L abiaat b (o 2l 4 Lo (2
cyberspace? St (
Gliaa [E=)
a) Network e ((
Gubi (g
b) Software Gl S (s
c) Application
d) All of the above
3) Why is cyber security implemented? € ) e i oy D (3
a) To speed up the network of a A58l Aalall i el 3 jeal A0k ay yull (1
company’s computers AS i) Jleef Juland il (o
b) To avoid the disruption of a company’s AS,a0 sl oSl s 53 (g

business A AN agdln o cpdll (il gall 22 Q& (o
c) To increase the number of clients a

company has
d) To lessen the number of employees a

company employs

4) Cyber security helps control physical access U sald) Jgea sl b oSl e Sl Y 2ol (4

to and prevents danger that may come in e g 8 grs'ﬂ\ ){asi\
33y (I
from: o Jad
Al A gl (@

a) Hardware sadl ia (g
b) Network access
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¢) Code injection
d) All of the above

5) What type of information is NOT secure
information that is likely to be
compromised in a data security breach?
a) Intellectual property
b) Credit card information
c) The name of a company's CEO
d) Social security numbers

6) What is the main purpose of computer
sabotage?

a) To disable a company’'s computers or
networks to prevent it from conducting
business.

b) To disable a company’s computers or
networks to prevent it from being able
to obtain a business license.

c) To disable a company's computers or
networks to prevent it from being able
to hire employees.

d) To disable a company’s computers or
networks to prevent it from being able
to give its employees raises.

7) Why do “grey hat” hackers typically hack
into computers?
a) To steal data for monetary gain
b) For the fun of it
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¢) To find vulnerabilities in a computer CALT a jisnall) ol Caniall Ll e Hdall (2
system so the company can fix them L5l (g 53 @ sllutiall Sy 0 U LeaSlia) (e 484
ABlaiul (e dpul

Ao e el UL wd (o

before hackers with bad intentions can
exploit them
d) To sell data for monetary gain

8) Why do “white hat" hackers typically hack 836l ) @AY sale Meliay A" dial 13 (8

into computers? f Al
Adle alSe Gad] lilnl) Byl (1
S e dxiall (g_a
CRali s )i gnaSl \e\.kjgumal' all Lls e ) giall (C

a) To steal data for monetary gain
b) For the fun of it

c) To find vulnerabilities in a computer Wil o 50 o sllaciall (S o Ji Leadla) (30 48,0
system so the company can fix them LeDaiad) (e )
before hackers with bad intentions can 438 e (38 bl o (2
exploit them

d) To sell data for monetary gain

9) The method(s) of cyber security that a Lgeading ) Sl pand) GeYWILT) 48 5l 585 o cana (9
company uses should be tailored to fit the clabial bl :“‘;:‘ “5(\*“5‘
needs of the
a) Hacker uﬁ: ((Z
b) Employees Sl (s
c) Organization
d) Manager

10 isthe environment where COlabae Ll o Al Al (o (10
computer transactions take place. -Jsﬁ*f‘g‘
a) An office e ;ﬁ (g
b) Cyberspace - J ('.

> \C

C) A mall é_mw;‘;&y (J

d) None of the above
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Module Two: Review Questions 4L Bas gl daa) e
1) How do worms work? o)) Jesi aS (1
a) They are always downloaded as email o Sl 3 5y B S us\.; LGJU‘-’ & (!

Lz Jal e Al el il o agasdil 1 ilay of cins (2

b) They are automatically installed on AN el 5 S il gt oo gl (0

every computer

c) They must attach themselves to existing
programs in order to spread

d) They reproduce themselves to infect
other computers

2) Which of the following does the lesson Coluall ansd o (fay ) S el e Y S Lea 6l (2
NOT list as damage that worms can g4 éu“'m_ wase Dlgial (]
cause? o e

' clld) i (z

a) Bandwidth consumption s L e s il
b) Immobilizing Safe Mode : )
c) Corrupting files

d) Stopping active anti-malware service

3) When can infected files infect other S Al eS8 jeal ot of Al lilall Sa e (3
computers? oAl yiseS 3 el s aldlAS i e (I
a) When the file is shared with other Yool Al s 5 jeal pe IS jiie Gl K1Y L (o
computers
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b) Whether or not the file is shared with o 31 5 AY) i el 5 el Wil Cuai Ll (2
other computers Mal Cladl 5 gl (pe 405
c) They automatically infect other (2

computers within the same network of
the originally infected computer

d) Never

4) Which of the following does the lesson T 5 il L Of (S (1 ) ) Ja ¥ Gl s 61 (4
NOT list as damage that viruses can ismasl) bl ()
cause’?

el pUaal ) il ) s (7

a) Computer slowdown (sl Gl s e il (o

b) Corrupting files

c) Taking over basic functions of the
operating system

d) Bandwidth consumption

5) Spyware is commonly used to bombard e il Caiall ueal) mal o 3ale padiy (5
the user with: i e 0% s S 2 B, (
dosthe e dpai il (@
Sl el ae (s A 2 Sy (2
Agadl aldey) (2

a) Emails without attachments
b) Unsolicited text messages
¢) Emails with attachments

d) Pop-up ads

6) Which of the following does the lesson s OF (R A ) pall LS Aaild Y Gl Y L lea 6l (6
NOT list as damage that Spyware can fpmal G‘f‘ﬁ
cause? Sisnalll alaay ()
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a) Crashing the computer e g el e mal pll s (z
b) Collecting personal information gl Gl jaiie apa gisale) (2
) Installing unsolicited software

d) Redirecting web browsers

7) How do Trojans gain access to computers? ¢ i 520l 3 gl N U gl 3 g ska dbanY (S S (7
a) By being installed via a disk v e el Al (]
Aaiall din e axdiull dilaly (o
intenti oA 3l e e SV Bk e (g
Intention eyl
c) By spreading via legitimate email

b) By misleading the user of its true

G e ;L”;fi Y (.J
attachments

d) None of the above

8) Which of the following does the lesson G O Sy ) ) pall LS LGB Y Lyl Y b lea 61 (8
NOT list as damage that Trojans can 5l 5k oo
cause? i

, Glalall Cads (@
a) Crashing the computer clld G (g
b) Deleting files sl b an gialle] (3
¢) Corrupting data
d) Redirecting web browsers
9) " Malware” is the shortened form of A paidall Lapall o4 "3 jlall mal " (9

Al Glaa 4l (T

a‘)l...aj\ GA\JJ\ («_1
Apall Glaa il (2

G Lan g S Y (2

a) Malignant software
b) Malicious software

c) Maleficent software
d) None of the above
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10) A computer ______is an independent
malware program that reproduces itself to
infect other computers.

a) Virus

b) Worm

c) AandB

d) None of the above

Module Three: Review Questions
1) How do phishing scam criminals attract
their victims?
a) By appearing to be a legitimate source
b) By threatening them
c) Both of the above
d) None of the above

2) What is not one of the ways phishing uses
individuals’ information?
a) To obtain identifying information such
as social security number, for malicious

A L) ey Jise e el 2 SsaesSl (10
(S OAY) i snasl) 8 eal Alay

cisod (]

Bag (<
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farliana Jia¥) JUiaY) sesae dag S (1
= radl el el DA e (I
A G
oSe e S (G
G lea e B Y (2
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Juasall ) i By o3 Slaslan (e Jpaall (]
8k Ll 2 Y ¢ elaiaY)
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purposes
b) To commit crimes in the person’s name
c) To steal banking details for personal
gain
d) To keep the person’s information safe

3) What quote is mentioned in the “Identity

Theft” lesson?

a) ldentity theft is a serious crime that
affects millions of Americans each year

b) | don't need to worry about identity
theft because no one wants to be me

c) An ounce of prevention is worth a
pound of cure

d) If we don't act now to safeguard our
privacy, we could all become victims of
identity theft

4) Of the following, which is not mentioned

in the “Identity Theft” lesson as a way to

help prevent identity theft?

a) Be mindful of phishing websites

b) Protect your passwords

c) Utilize an Anti-Virus / Anti-Malware
program

d) Don't respond to unsolicited requests
for secure information

Al paddll Glaglaa Je Blaall (2

S sed) A8 " a0 () sSaall GlBY) 8 L (3
U"U.HM\LA‘;)S}‘EJ.%L}LH}@%\}@J\:@JM (\
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Gl dalall g el il dlea (o
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3 Lzl
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5) What is the first thing to do when you
discover you have been a victim of cyber
bullying?

a) Respond immediately

b) Compose yourself before responding
c) Call the police

d) Shut down your computer

6) What is a characteristic of cyber bullying?
a) Can affect companies as well as
individuals
b) Is limited to adults
c) Is limited to teenagers
d) Only affects companies

7) What does the lesson mention on how
cyberstalking is punishable?
a) Monetary penalties only
b) Monetary penalties and jail time
c) Restraining order and monetary
penalties
d) Restraining order and jail time

8) What is not mentioned in the
"Cyberstalking” lesson as an anti-stalking
tip?

a) Log out of programs before stepping

few iyl e Jaludll

s Aaiayl
Alatay) i oluii sla) (o
aba yilh il (z

Sanell) s Gl (3

a5 ) dadaldl 4 A L (B
A AY) Gl il il e i of oSy (|
Gl e iy (@
Ol e il (z
S Al e i jiy (9

4305 Sy B jlaal) Alae 43S Jga Gl oS3 Al L (7
Lia Gl il all (I
Ol 5 Agaiill iy sl (2
Ulle il she 5 i el (z
Gl g gl dl (2
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30 jUaal) dadl<a]
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away from your desk S el Epast (o
b) Do not leave on your computer through

the night
C) Protect passwords
d) Keep security software updated

9) Receiving an email that says, “We suspect it Alabae aga g (A el ¢ J58 s A g Al (A (9

an unauthorized transaction on your A o ¢ ‘A’L‘“ SLA pae ol &L’“ ‘; e g ome
account. To ensure that your account is O R 055 Ol ol 0n O o 3855 o0 #3‘“:23;
not compromised, please click the link RPN )A_u; ?;
below and confirm your identity”, is MOST Al ued 5o jdadl (o
likely characteristic of what? Sail (z
a) Cyber bullying padl (2
b) Cyber stalking
C¢) Harassment
d) Phishing

10)Cyber ___ can be intentional or 2 5l \exia Cyber 058 ol s (10
unintentional. e JJTM
a) Bully?ng 53 el (L
b) Stalking i) il (2
c) Security breaches sl (2
d) Phishing
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Module Four: Review Questions
1) You should create a password that is:
a) Easy for you to remember and easy for
others to figure out
b) Difficult for you to remember but easy
for others to figure out
c) Easy for you to remember but difficult
for others to figure out
d) Difficult for you to remember and
difficult for others to figure out

2) What should your password include?
a) Upper- and lower-case letters
b) Upper- and lower-case letters, numbers,
and symbols
c) Numbers and symbols
d) Upper case letters, numbers, and
symbols

3) What is a denial-of-service attack?

a) An attack that prevents unintended
users from being able to access a
network

b) An attack that prevents users from
being able to access a network in the
early morning hours only

c) An attack that prevents users from
being able to access a network in the
late night hours only

d) An attack that prevents intended users
from being able to access a network
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4) Which of the following is not mentioned in

the "Denial of Service Attack” lesson as

damage that denial of service attacks can

cause?

a) Network performs slowly

b) A particular website is inaccessible

C) Receiving a large amount of spam
emails

d) None of the above

What is the purpose of a passive attack?

a) To find network vulnerabilities and
immediately change data

b) To warn the network user of an
impending active attack

c) To find network vulnerabilities but not
change data at the time

d) To warn the network user of
vulnerabilities so the user can fix them

In the lesson, passive attacks are likened to:
a) Eavesdropping

b) Murder

¢) Downloading

d) Overloading

"asal e e gall asaa” a3 B85 3 ) b Lee T (4
il (e Jloal) Cilana s o (Sa a4l e
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7) What is penetration testing used for? fardiuall 3 Ay HLA) a4 L (7

@M\.L.Luér_ Byl cf\_ala)ﬂ@ui\_m@ (\
LelDlainl Gl ST ASLE))

@M\.L.Luér_ Byl cf\_ala)ﬂ@ui\_m@ (u

a) In a controlled environment, to find
vulnerabilities in the network, but not

exploit them L o L8 ymal o2 Caaall i JDliciusd 5 38030

b) In a controlled environment, to find A G sSae laill o sagll
vulnerabilities in the network and Al 8 Caraall Llis o) diall dlasaia e A 4 (z
exploit those vulnerabilities to see what psaell il 5 Lo 4 jaal ods Comaall Ll JSlad
impact an actual attack would have A0S il

& sl L o) dall cavziall e & (8 (3

¢) In an uncontrolled environment, to find R
LedDlaial Gadd (81 sl

vulnerabilities in the network and
exploit those vulnerabilities to see what
impact an actual attack would have

d) In an uncontrolled environment, to find
vulnerabilities in the network, but not

exploit them
8) Which of these is discussed in the OF e Gapall ") A LAl b s g Al sl e gl (8
“Penetration Testing” lesson as a reason $OLEAY) 1 (e 2 culS )
that companies implement such testing? 3na asad g iy Juial aoai
a) Establish the likelihood of a specific 25 (S )5 sl Alle Carall L GLES) (s

attack occurring i) Aaitie Conall Lli (pe de gena (e

b) Detect high risk vulnerabilities that can o
] ) Cnze Jaad 8 Ghaad
result from a grouping of low-risk )

i . i< L st (2
vulnerabilities that take place in a Shle e it (g
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particular pattern

c) Determine the bearing an attack will
have on a company

d) All of the above

are orchestrated by

individuals or groups to destroy the
information systems, networks, etc. of
others.

a) Cyber attacks

b) Personal attacks

c) AandB

d) None of the above

10) Receiving a large amount of spam mail and

being locked out of the system after
putting in the correct password, but not
given access are characteristic of which of
the following?

a) Password attack

b) Denial of service

c) Denial of service and password attack
d) None of the above

Gl dS (2
BIEUSCNSE JUPRI T, A (9
Laldll b pe g il g la glead) kil aendl Cile gans
oAl

g S Slangd)
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Module Five: Review Questions

1)

What is the best way to store a password?

a) On a sticky note, on your desk

b) In your memory

c) Inyour phone

d) In a notebook located in an unlocked
desk

When is it best to use one password for all

of your accounts?

a) If you have no more than two accounts

b) If you have no more than three
accounts

¢) Never

d) If you have no more than four accounts

In the “Two-Step Verification” lesson, which

of these is mentioned as something that
may be used for authentication purposes?

dcsaldl) Bas gl daa) sa

¢ s50all AulS o 3ail A3yl Jaal 8 Lo (1
GliSa Lo diaY ikl e (I

b K 4 (@

dila A (2

Jile pe iSa 8 2ga g0 Slaade iy A& (2

aaadBaal s 5 e Al alasind Jumd) (e oS5 e (2
Selililia

Qﬁmw)zsiég&s“m) (T
Gl B3 o ST el (KAl 1) (@

M (z

al,\m@_)iw_)ﬁidgﬂusﬁel\bj (2

055 Ol shaall o3 e gl M shady @A e 0 A (3
$aaliaall () 2 Y daladiul (Say ¢ 58

Jaes 3ay (1

gl (=
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a) Token

b) Key

c) Password

d) All of the above

The "Two-Step Verification” lesson states
that which of these can be used to confirm
an individual’s identity?

a) Pin

b) Fingerprint

c) Voice recognition

d) All of the above

What is true of an email attachment with

an extension of .doc?

a) It could be a Trojan

b) It should never be downloaded

c) It will always be a legitimate attachment

d) It should only be downloaded if it is
sent from a co-worker

What is a way to protect yourself when it

comes to opening attachments?

a) Regularly update software patches

b) Go with your gut

c) Save and scan the true sender of the
attachment

d) All of the above
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7)

9)

Opening a website that appears to be
legitimate but is a spoof can do all of the
following, except:

a) Slow down the speed of your computer
b) Cause a loss of files

C) Increase the speed of your computer

d) Cause a stolen identity

Which of these is not mentioned as a

precautionary measure to avoid opening a

spoof website?

a) Type the complete URL in the browser

b) Question the intention of the sender of
an unsolicited request to visit a website

C) Ensure your Anti-Virus / Anti-Spyware is
up-to-date

d) Visit the website from at least two
different computers to make sure it is
legitimate

What can help your organization minimize
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risk?

a) Research the federal law

b) Research state laws

C) Having a tool kit of prevention methods
d) None of the above

10) One of the easiest steps to keeping your
data safe is to craft solid login
a) Credentials
b) ldentification
¢) Name
d) Password

Module Six: Review Questions
1) Credit card numbers:

a) Should only be stored in your phone if
you have less than three credit cards

b) Should only be stored in your phone if
you have less than two credit cards

¢) Should always be stored in your phone

d) Should not be stored in your phone, if
possible

2) What is a way to safeguard credit card
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information that you must store on your
phone?

a) Encryption

b) Tokenization

c) AandB

d) None of the above

3) When setting up a lock on your phone that

can be opened with a password:

a) Use a password that is the same as all
of your other passwords

b) Use a password that is different from all
of your other passwords.

c) Use a password that has no more than
five characters

d) Use a password that has no more than
three characters

4) To create a strong password, it should
have:
a) Letters and numbers
b) Numbers and symbols
C) Letters, numbers, and symbols
d) Letters and symbols

5) What should be your back-up method if
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7)

8)

you cannot remember your password?

a) Write down and place in a secure
location

b) Save it on your phone

c) Write it down and leave it with a person
you trust

d) Any of the above

The "Don’t Save Passwords” lesson states
that passwords should be secured where?
a) In a co-worker’s files

b) On the main screen of your phone

c) In a closet

d) In a safe

What is the name of the person in the
contact list?

a) Bill Johnson

b) John Taylor

c) Jim Smith

d) Bob Jones

What was the job title of the person in the
contact list?

a) Quality representative

b) Manager
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C) Account manager
d) Client relations representative

9) What should you NOT save on your feliily o abis clle Y A L (9
eDlaall ait) Zilly cilaglen (]
elaia¥) Jal sl il s clbal gl L (o

. . Jaall 8 i) e 22 (g
b) Passwords for social media accounts boall e Gl gie (o

c) Your boss’ birthday
d) The address to a client’s office

phone?
a) Customers’ credit card information

10) How can you protect your phone privacy? iy Ay sad djlea GliSey S (10
Gilelu & K ailgd) gadsile) (]
ile 2:00 deludl oy i Cailgll it (o
Ciled) e sl cilalS i (g
c) Save passwords on phone A1 M 0 Y Letie il JB (0
d) Lock phone when not in use

a) Recharge phone every three hours
b) Only use phone after 2:00 p.m.
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4)

social media site requires you to put in
your address?

a) Putin your actual location

b) Putin a fake address

c) Contact customer service and complain
d) Refuse to open an account

Which of these is NOT mentioned in the
“Don’t Reveal Location” lesson of potential
things that can happen as a result of
inputting your real location?

a) Burglary

b) Harassment

c) Stalking

d) Stolen identity

If your birthday is visible on your account,
what part of it should you not include?

a) Month

b) Day

c) Year

d) Day of the week you were born

The first sentence of the "Keep Birthdate
Hidden"” lesson says, “Giving away your
birthday seems likea ______ act...”
a) Harmless

b) Wise

¢) Foolish

d) Noble
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5)

7)

Which of these is NOT mentioned in "Have
Private Profile” as one of the common
social media platforms used?

a) Facebook

b) YouTube

C) Instagram

d) Twitter

Of the following, which is NOT listed in
“Have Private Profile” as a common social
media website?

a) Google+

b) LinkedIn

c) Flickr

d) Pinterest

You should:

a) Always link your business and personal
accounts

b) Never link your business and personal
accounts

c) Only link your business and personal
accounts if you have only one of each

d) Only link your business and personal
accounts if you have less than three of
each
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8) Which of these is NOT listed as a reason to
not link your social media accounts?
a) Decreased risk of identity theft
b) Automated posting
c) Same messages across different
platforms
d) Increased risk of identity theft

9) This seems like an issue of , but
many need to be reminded that revealing
your location to strangers is never a good
idea.

a) Legal

b) Common sense

c) lllegal

d) None of the above

10) The Internetisa ___ source.
a) Private
b) Public
c) Personal
d) Practical
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Module Eight: Review Questions

1)

Which of the following are two types of
firewalls?

a) Network and host-based

b) Anti-Virus and Anti-Spyware

¢) Network and Internet

d) Host-based and Intranet

What are firewalls designed to do?

a) Keep track of but not regulate incoming

and outgoing traffic of your network
system

b) Keep track of incoming traffic of your
network system

c) Keep track of and regulate incoming
and outgoing traffic of your network
system

d) Keep track of outgoing traffic of your
network system

An example of using a VPN is a company
that gives its employees access to its

Intranet while not inside of the office. What

type of VPN is this?
a) Site-to-site
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b) Remote access e A C
c) Public access
d) On-site access

4) Of the following, which is an actual VPN $ 2l VPN JsS5ig 0 s Lo bl e (4
protocol? i A JsSsis ol (]
. G824k (@
a) Internet Protoc'ol Security A 1 A e G (o
b) Layer 2 Tunneling Gl S (o
c) Point-to-Point Tunneling
d) All of the above
5) What are threats that Anti-Virus software b il Andla el 2 L (oany (Al Slagdll 2 e (5
protects against? 825 b dbanl (I
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a) TrOJans Al e (2
b) Viruses Lg.:u K (o
c) Browser hijackers
d) All of the above
6) Which of these companies offers Anti-Virus ) s Ol g il AndlSa pmal 285 IS i 038 (4e 51 (6
and Anti-Spyware software? fpmadl Al
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d) All of the above
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7)

9)

Which of these is typically the MOST
complicated update to install?

a) High priority

b) Suggested

c) Drivers

d) None of the above

How often do operating systems release
updates?

a) Regularly

b) Once every year

c) Once every two years

d) Once every three years

What is a potential danger when using the
internet?

a) Takeover of your computer system

b) Identity theft

c¢) AandB

d) None of the above

10) Firewalls use pre-set security rules to keep

track of, and regulate, the incoming and
outgoing traffic of your __
a) Social media
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b) Network system
c) LinkedIn account
d) Amazon purchases

Module Nine: Review Questions

)

According to the “Critical Cyber Threats”
lesson, which of these is mentioned as a
critical infrastructure?

a) Energy

b) Defense

c) Transportation

d) All of the above

Which of the following is NOT listed in
“Critical Cyber Threats” as a type of critical
infrastructure?

a) Food and agriculture

b) Emergency services

¢) Communications

d) None of the above
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3)

In the white supremacist example of Cyber
terrorism, what state’s ISP was temporarily
disabled?

a) Oregon

b) Massachusetts

c) Alabama

d) New Mexico

In the Institute for Global Communications
Cyber terrorism example, protesters from
what country bombarded the institute with
thousands of bogus e-mails?

a) Spain

b) France

c) Nigeria

d) China

In the Cyber warfare examples, in 1998, the
United States hacked into what country’s
air defense system?

a) North Korea

b) Russia

c) Serbia

d) Germany

In 2009, a cyber spy network called ______
accessed confidential information
belonging to both governmental and
private organizations.

a) GhostNet
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9)

b) Internet Spy
c) CyberNet
d) Ghost Town

In one of the examples in the “Cyber
espionage” lesson, an unnamed
government official told the Wall Street
Journal that cyber spies from which
countries had broken into computer
systems?

a) lIsrael and Italy

b) Japan and India

¢) Poland and Scotland

d) China and Russia

Canadian researchers revealed in late
March that a cyber-spy network based in
what country had broken into diplomatic
computer systems involving 103 different
countries?

a) China

b) Ireland

Critical cyber threats are those that if
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carried out, could have a debilitating effect i sl Al e e il L S o
on an organization, or even . add oles (]
aly
a) A personal account ; (<
<3 (z

b) A country
c) AandB
d) None of the above
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b) Cyber Threats

Gl s Y (2
c) AandB

d) None of the above

Module Ten: Review Questions B pilad) 3 gl) A2l ja
1) What is cryptography? ¢ juaill oa LA‘ (1
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b) Secret method of speaking
c) Secret method of writing
d) Secret method of seeing
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2)

Which of these is NOT an encryption
method mentioned in the "Cryptography”
lesson?

a) IDEA

b) YAR

) AES

) DES

o O

The "Digital Forensics” lesson says that who
collects and analyzes the data?

a) Company CEO

b) Independent forensics specialists

c) Company employees

d) Law enforcement

In the Sharon Lopatka example in “Digital
Forensics” lesson, who was found to be the
person who murdered her?

a) Robert Glass

b) Lisa Billingsley

¢) John Smith

d) Renee Porter

What is NOT a question that the “Intrusion
Detection” lesson states that one must ask
before investing in an IDS?

a) What does our business need in an IDS?
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6)

b) Does state law allow our business to
have an IDS?

¢) Can we afford an IDS?

d) Will our network support the IDS
system?

Which of these companies is mentioned as
a manufacturer of IDSs?

a) Dakota Alert, Inc.

b) Juniper Networks

¢) Linear, LLC

d) All of the above

The majority of computer hacking crimes
are punishable under:

a) Computer Fraud and Abuse Act

b) Civil Rights Act

c) National Security Act

d) Workforce Investment Act

The “Legal Recourse” lesson states there

are penalties for committing the following

offenses involving computer:

a) Trafficking in Passwords

b) Accessing a Computer to Defraud &
Obtain Value

¢) Recklessly Damaging by Intentional
Access

d) All of the above

¢ IDSpUs Wi pexin Ja (2

J Aaiad) 4530 b el 5 Sl S il o3a (e sl (6
fIDSs

A 05 cann Bl (]

Koo mies (@

etk (2
G Lo S

ol e ) 8 gl s il ) 5 i e ey (7
sl aladi selul 5 Jlgia¥) o8 (]
Al 3 aall ol (o
sl Y o5 (7
Al g 8l Hlalinl o 6l3 (2

Q) e Glhsie a5y o Sl e sl (e 0 gl (8
L smasll e (g skt Sl Al 3l )
Dol LS g ey (]
da o Jpandls Juindl jigneS A dsadll (<
dariall Jgua sl ) sgiall Jl =Y (2
Gas Lo S (q

This document is a property of Asaseeyat Academy (Asaseeyat Academy is a service provided by Asaseeyat Consulting Service — COPY RGHT FROTECTED ©
©ihs sine adall (5 s - (R LiiuY) landll il AS 55 e Aedis Fadd clnlid $paST) Slaulil GuanlSY @l 285 5l) o3a



4 nn o
Mseeyat
cademy

Optimizing e-Learning

9) What method of defense can help deter
hackers?
a) VPN
b) Anti-Virus software
C) Encryption
d) Anti-Spyware software

10) What do intrusion detection systems do?

a) Notify the intruder that they will be
arrested

b) Notify the company of suspicious
activity

c) Notify the company that an intrusion
report has been sent to the federal
government

d) Notify the intruder that the company is

aware of their presence and will be
fining them
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