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Module One: Review Questions

1) What is an Exabyte?
a) One billion gigabytes
b) One million gigabytes
¢) One thousand gigabytes
d) Unknown

2) What is a cloud option?
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d) All of the above

3) What did Licklider develop?
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d) None of the above

4) When was the term cloud computing
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d) 1990s

5) What will determine the uses of the cloud

?ng_)l;ﬂ\ L) & Alaud) Glaladin) aasw s (5

in a business? il
4 «
a) Functions CJP‘ E
Qs z
b) Needs U ses (s
c) A&B
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d) Unknown

6) What is typically true about storage in the
cloud?
a) Cheaper
b) More expensive
c¢) More secure
d) None of the above

7) What is true of trends?
a) They are consistent
b) They change
c) They can be ignored
d) All of the above

8) What is the leading cloud service?
a) Amazon
b) AWS
) A&B
d) None of the above

9) The
everyday vocabulary.
a) Cloud
b) Storm
¢) Rain
d A&C

_ has become a part of our

10) The cloud is a tangible thing.
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a) True e
b) False Uas
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Module Two: Review Questions

1) What is a con associated with SaaS?
a) Security breaches
b) Vendor support
c) Offering changes
d) All of the above

2) What is the most popular cloud model?
a) laaS
b) PaaS
c) SaaS
d) None of the above

3) What is the main reason why someone
would choose the PaaS?
a) Scalability
b) Software control

) AWS

d) All of the above

@

4) What are the pros of PaaS?
a) Automatic updates
b) Lower costs
c) Software and hardware will be

compatible
d) All of the above

5) What is another term for laaS?
a) Infrastructure as a Service
b) Infrastructure as a Server less
¢) Hardware as a Service
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d) A&C

6) What does the laaS include?

7)

a) Hardware

b) Software

c) Storage

d) All of the above

What is an example of Security as a
Service?

a) AWS

b) Virus software

c) Apprenda

d) Unknown

In which of the following does the
application code only execute when
necessary?

a) Server less Computing

b) Security as a Server

¢) MBaaS

d) All of the above

There is/are _____ basic models of cloud

computing:
a) One
b) Two
c¢) Three
d) Unknown
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10) All models available have been discussed Baa gl oda 8 Aalid) #ilaill e 4386 Ca (10
in this module. o (i
a) True s (<«
b) False
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Module Three: Review Questions

1) What is the risk of the data center
maintenance?
a) Out of date applications
b) Security
c) Out of date tasks
d) Poor management

2) What determines the cost of a data center?

a) Size

b) Location

c) Purpose

d) All of the above

3) What is done in the cloud that reduces
labor?
a) Upgrades
b) Administration
¢) Maintenance
d) All of the above

4) What can reduce labor by 30%?
a) Organization
b) Automation
¢) Hybrid systems
d) All of the above

5) What does collaboration improve?
a) Labor
b) Understanding
¢) Productivity
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d) None of the above

6) What aspect of the cloud helps companies
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change with the market? _ ?‘b}“”
a) Adaptability jid: 8_1
b) Connection 4 i e (C:
;) Reliability zsh (e
) A&C

7) How does the cloud benefit small ot ot Y (A5 el QSN (e sl a8 GBS (7
businesses that do not specialize in IT? ?‘L’L“M‘ L‘;’l’ﬁ"
a) Cost u{j EL
b) It does not sl Bl (C:
c) Scalability Alhainy) dble (o
d) Simplicity of use

8) What is necessary to use the cloud? Fala il alad5uY (5 )9 e 9o L (8
a) IT understanding Slastedl la i€ egd (]
b) Computer skills }ﬁf&;‘_ﬂﬂ* (=
c) Data center u-: LM ng‘; Ef
d) None of the above

9) ___ computing has many advantages for LS L el e il Al (9
businesses. w (
a) Personal 4_31;..;3‘\ (=
b) Cloud o :;;y ((GJ
c¢) AandB

d) Neither A nor B
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10) Traditional data centers can be much Alad) e S el i) clbild) 581 5e 0S5 o (S (10
more expensive than the cloud. o= (!
a) True
b) False
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Module Four: Review Questions

D)

4)

5)

What is a good starting point for
addressing risks?

a) Prioritization

b) Contact providers

c) Risk assessment

d) None of the above

How many levels of risk does ENISA
define?

a) 5

b) 8

) 7
) 4

o O

What is an example of a basic activity?
a) Updates

b) Patches

c) Matrix

d A&B

What is the main cloud concern for most
organization?

a) Security

b) Updates

¢) Automation

d) Finances

What can organizations avoid to limit the
risk?

a) Train employees
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b) Share when attacks occur GuladS (2
¢) Include certain information
d) All of the above

6) What level of control must be determined §andill sanaad g (A Bl (5 a9 e
for an assessment? ol aLA% (!
*yal (u
a) Passwords ) e i
b) Security Ol e Aldl Jpasll (g
Gl dS (o
¢) Role-based access
d) All of the above
7) What will improve employee buy-in? fab sall ol 5 (e ramps 3 L
a) Control s (!
[N | WSyl «
b) Focus on success <= ‘;‘;ﬁiﬁ E
¢) Information o Le S (f
d) All of the above .
8) What should help spotlight success? frladl o ¢ gl llos (b ae by O g g3 e
a) Methods of communication Je=¥ gk (I
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b) Trends U"@\ E :
C) Reports > i €
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9) No s without risk. bl s Y
a) Person padd ()
Salanall «
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c) Action ek o ¢
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d) None of the above

10) Abasic____ isagood way to assess bl il s 48 )l & Y
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a) Increase in security
b) Strategic plan

c) Risk assessment
d) All of the above
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Module Five: Review Questions

D)

4)

What uses a single key?
a) Encryption

b) Symmetric

C) Asymmetric

d) All of the above

How many key bits does the NIST
recommend?

a) 150

b) 125

) 675

) 75

o O

What is blended in the identity
management system?

a) HR

b) Supply chain

c¢) Customer database

d) All of the above

What will logging software help identify?
a) Hacking

b) Inappropriate use

c A&B

d) None of the above

5) What is helpful for developing security

strategies?
a) Risk management specialist
b) ldentity management system
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8)

c) Encryption
d) None of the above

What determines the necessary security
strategies?

a) Needs of organization

b) Monitoring

c) Relationship

d) Software

Whose unauthorized viewing is a breach?
a) Hacker

b) Anyone

c) Employee

d) It depends on the circumstances

Who is responsible for losses due to a data
breach?

a) Customers

b) Hackers

c) Employees

d) The organization

9) What is one of the main concerns people

have when they face the decision of using
cloud?

a) Cost

b) Efficiency

c) Security

d) None of the above
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10) Cloud users are guaranteed 100% security. 7100 Loty o) aaiione ol lana o (10
a) True C‘:‘; (
b) False (=
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Module Six; Review Questions

D)

4) What is necessary to ensure updates occur

5) What will improve performance by moving

What is the main part of device
management?

a) Analytics

b) MDM

¢) Centralization

d) Updates

What are uncommon devices that
companies use?

a) Watches

b) Glasses

c) Phones

d A&B

Where is information stored with desktop
use?

a) Computer drive

b) Cloud

c) External drive

d) All of the above

on desktops?

a) Service provider

b) Employee cooperation
¢) Management

d) Unknown

data to the cloud?
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a) Offloading

b) Storage

C) Security

d) Vendor lock-in

6) Where is data more secure?
a) Everywhere
b) Tablet
c) Cell phone
d) Cloud

7) What do experts recommend when
choosing a monitoring system?
a) Only use established brands
b) Test first
c) Choose one without encryption
d) None of the above

8) What is a risk of employees using their own

devices?

a) Privacy

b) Authentication
c) Security

d A&C

9) Device management covers physical
devices only.
a) True
b) False

10) Numerous devices can connect to the

cloud.
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a) True
b) False
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Module Seven: Review Questions

5)

What is Not an SOA model?
a) Resource oriented

b) Event driven

¢ A&B

d) Method oriented

What is SOA architecture for?
a) Cloud

b) SaaS

) A&B

d) Software apps

What does the cloud provide SOA?
a) Virtualization

b) Metadata

C) Processing power

d) Architecture

What does the SOA structure improve?
a) Virtualization

b) Price

C) Security

d) Unknown

What is Not a business application?
a) Customer service

b) Event log-in

C) Inventory

d) Shipping
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6)

8)

9)

10) Service oriented architecture is not a web

What is Not included in IT infrastructure
services?

a) Eventlog-in

b) Message transfer

c) Inventory

d) Exception handling

What does the SOA work with to benefit
businesses?

a) Cloud

b) Nothing

c) Hardware

d) None of the above

What will SOA and the cloud improve?
a) Business

b) Action

c) Architecture

d A&C

What does SOA stand for?

a) Save our Access

b) Sell Our Apps

c) Service Oriented Architecture
d) None of the above
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service, but it does share some of the (il sl ucw
functions. SaaS (!
a) SaaS :‘_:j\ ((Z
b) Nothing =l (e
c¢) SOA
d A&C
Module Eight: Review Questions Al B gl daa) s
1) When is vertical scaling used? el 1) maadl) alasiul = éﬁ‘(l
a) Under-performance o=Blll oyl (I

B o)l pe dilal iy (2

b) New resources are added L .
‘\.CJJAM aJLuJ\ Af (C

c) In distributed architecture

G Lo S (a
d) All of the above
2) What uses distributed architecture? fac ) sall 5 jlead) adiy A W (2
a) Vertical scaling c..f“‘gj‘ paaill (]
: : @Y amadl (o
b) Horizontal scaling el r“-‘-**"ji E
N z

0 A&B Gulaa e Y (2
d) None of the above

3) What do web applications run on? S ol il adde Jaxi (53 L (3
G gulall ekl

Cuy el (<

a) Computer systems
b) Web servers o
0 A&B R

Gleasgd Y (3
d) None of the above

4) What does the cloud increase in flindall 8 sl oy 5 M W (4
applications? psill A8 (
a) Scalability A (<
b) Availability zs' (2

Gralaa Y (3
) A&B
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6)

7)

8) What will make business applications more

d) None of the above

What will help determine if a business
process application is useful?

a) Free trial

b) Cost

c) Rank

d) Guarantees

What is the advantage of creating apps?
a) Less expensive

b) None

C) Increased purchases

d) Meets individual needs

What is the projected growth for 20247
a) 25 billion

b) 10 billion

c) 20 billion

d) 106 billion

desirable?

a) Nothing

b) Personalized apps
c¢) Decreased cost
d B&C

flaie Jlee ¥ dglee Gradad S 13 Le s & ae b 3l L (5

Wy (e
clileall (2

ekl £LE) 5 30 o e (6

as g
P Y (W
b idal sy (g

L dl alalmayl anl (o

£2020 sle A1 2016 ple (30 adsiadl 4 W (7
e 0525
EOWRITIL Y o I (o
dawi 9520 (2
dawi 95lel5 (2

fipila ST Jlee V) Gl Jras 31 e (8
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9) The cloud, and cloud computing, has the

potential to different business

processes.

a) Negatively affect
b) Improve

c) AandB

d) Neither A nor B

10) The scalingof __ is one of the great
benefits of cloud technology.
a) Staff
b) Applications
c) AandB

d) Neither A nor B

Module Nine: Review Questions

1) Where should best practices begin?
a) Integration
b) Data management
¢) Infrastructure
d) None of the above

2) What does governance review for?
a) Efficacy
b) Protocols
C) Security
d A&C

3) How many nations members are in the
|EEE?
a) 127

e 53l Lol gladl duw sall s dadl (9

Aaliane dg s ke
Ll s (
(i (2
sl (2
= \)1} \ Y (J
L o i€l Adanll 23 gall ] i any (10
el
Al (]
Gliplil (o
=5l (e
e \}I} i Y (J

sdalil) Bas gl daa) ja

bl syl (@
A (g

ém\.aac@iy (J

S sall alrind 8 L (2

QY Sl (e
ol (2
G 9 i (J

$ |[EEE 4 sbacll Jsall sae oS (3
127
160 (<
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b) 160 9% (¢
Q) 96 75 (e
d) 75

4) What is true of standards? S onladl (10 umaa o u‘(4
a) They constantly change Dol S (!
b) Nothing ‘M:G“ E“"'
c) They are static MLQ :‘i (f
d) They are universal

5) What will scalability do? $ o sl 48 Jadins 13l (5
a) Meet demands Gkl b ()

LY ds (@

b) Provide Security 3 iyl (
Ae Al d

c) Respond quickly

GmledS (o
d) All of the above
6) What is Not included in scalability? Sl L 8 abeai 5 Y (53 e (6
a) Governance Sl ()
SN Ca ) Bale o
b) Third party certification J‘H . JLH], " E '
c) Applications Q{;Aﬂ\ (f
d) Networks .
7) What typically provides better fhomdl 2L Ll Tla) sle iy 31 Le (7
interoperability? PaaS (
2) Paas SaaS (<
b) SaaS aas e
Gl S (o
c) laaS
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d) All of the above

8) What is included in integration? fdalsill 8 Lghraai 5o Lo (8
a) Process “-‘L@ (!
b) Presentation 8 (=
sy (¢
c) Data Gl (2
d) All of the above
9) Cloud computing is most effective when : Ladie ddlad ST dplanall s sall (4585 (9

gapdlaad

; Laas¥y)
a) Infrastructure is strong g &
saladl Jle BUSY 5 (2

u}‘):u\).\c (J

(<

b) Integration is encouraged
c) Standards are maintained

d) Unknown
10) These standards are Unleall 028 (10
a) Company S (!
b) Personal el (<
kil (2

c) Organizational

oSlelays e S (2
d) All of the above
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Module Ten: Review Questions

1) What is necessary to include in your
governance body?
a) Goals
b) Specific KPIs
c) People who understand the cloud
d) Anyone

2) What does EA governance cover?
a) Framework
b) Architecture
c) Optimization
d) Alignment

3) What will determine measurement?
a) Profit margin
b) Sales
C) Reports
d) Company needs

4) What should performance measurements

address?

a) Security

b) Speed

c) Reliability

d) All of the above

5) What should you compare with metrics?

a) KPlIs
b) Goals
c) A&B

=5 dilal) 5aa gl daal ya
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6)

d) None of the above

What will help measure KPIs?
a) Surveys

b) Systems

c) Reports

d) All of the above

How do outside monitoring systems
benefit companies?

a) Save time

b) Save money

¢) It does not

d) Identify strengths

What should be monitored when using
outside monitoring services?

a) KPlIs

b) Goals

) ROI

d) None of the above

0

Cloud computing is like any other business

tool; there is no way to be successful
without
a) Sales

b) Customer service
c) Careful monitoring

d) None of the above
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10) The purpose of the Cloud governance is
to:
a
b
C
d

~—

Establish policies

~—

Establish principles
A and B
Neither A nor B
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